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Subject of the Grievance

This case concerns a Decision Making Leave issued to a Utility Machine Operator
for gaining unauthorized access to computer resources.

Facts of the Case

The grievant, like all employees of the Payment Processing Computer System, is
assigned a Personal Identification Number (PIN) to allow him to enter the sys-
tem. In addition, a clearance authorization code is assigned to allow access
only to those programs in the system necessary for carrying out job responsibil-
ities. The grievant admitted covertly observing a Customer Engineer punch in
his PIN and then used that PIN to gain access to the computer program and change
his clearance code to the most secure code. In addition, the grievant copied
system, program and data files.

Using the unauthorized clearance-.code, the grievant changed the configuration of
his workstation keyboard to eliminate a keystroke normally required in the pro-
cessing of payments. Processing of payments is covered under the section's
negotiated Bonus Achievement Program. A reduction in the processing time
resulting in an increase in the number of payments processed would enable the
grievant to earn more money. ‘

The grievant explained that he was experimenting to see whether his tinkering
might result in something that could be submitted to the Ideas In Action sugges-
tion system.

Settlement

While the Committee is loath to appear to be stifling the creativity and ingenu-
ity of employees, the grievant's explanation for his actions in this case falls
short of being credible. It is noted that at no time did the grievant consult
with or inform supervision of his alleged idea. The manner in which the griev-
ant changed his security access is evidence that he was aware the codes were
established for access on a need-to-know basis. Furthermore, his actions after
gaining high level access exacerbated the wrongdoing.

The Committee is in agreement that the discipline in this case was issued with
just cause and the case is closed without adjustment. Such closure should be
so noted by the Local Investigating Committee
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